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CARU RECOMMENDS SANDYLION MODIFY WEBSITE TO BETTER PROTECT CHILDREN’S
PRIVACY; COMPANY AGREES TO DO SO

New York, NY — August 18, 2009 — The Children’s Advertising Review Unit of the Council of Better
Business Bureaus has recommended that Sandylion Sticker Designs modify the Website
www.kids.sandylion.com, to better protect the privacy of children. The company has agreed to do
so.

The Website came to the attention of the Children’s Advertising Review Unit of the Council of Better
Business Bureaus (CARU) through its routine monitoring practices. CARU monitors Websites for
compliance with CARU’s Self-Regulatory Program for Children’s Advertising, including guidelines on
Online Privacy Protection, as well as with the federal Children’s Online Privacy Protection Act
(COPPA).

The Website is designed for children who collect Sandylion stickers. The homepage features colorful
sticker characters and, from the homepage, visitors can choose to play games, and participate in
activities such as puzzles and coloring pages.

When CARU first reviewed the Website, the registration page required users to enter a first name,
last name, and date of birth. In addition to entering a date of birth, those who wanted to become a
member had to click on one of two circles. The first stated, "I am 13 or older,” and the second
stated, “I am under 13 (Requires Parent or Guardian).”

If a child marked that his age was under 13, he was presented with a “parent registration form” that
asked for the parent’s first name, last name, country, screen name, email, and password. The
operator then sent an email to the parent, requiring the parent to click on a link to activate the
account.

The child could circumvent the need to fill out the parent registration form by clicking the back
button, entering a date of birth that made him over 13, and clicking the circle that stated, "I am 13
or older.”

Upon its initial review of the site, CARU was concerned at the inclusion of “tip-off” language in the
age-screening process, lack of a session cookie in accordance with the age-screening process and
the collection of personally identifiable information (PII) from children under 13 without obtaining
verifiable parental consent.

After receipt of CARU’s inquiry letter, the operator eliminated the entire registration process and has
revised its Website policies. The operator stated that it no longer asks for any information from its
Website visitors; visitors to the Website are unable to post information, and there is no information
shared with third parties. The operator removed the language stating that it shared PII with third
parties from its privacy policy.

The company, in its operator’s statement, said it accepts the CARU decision in its entirety.
“Sandylion shares CARU’s goals for ensuring children’s safety and privacy on the Internet and
appreciates the opportunity to work with CARU to ensure its web site is compliant,” the company
said.

Hit

CARU's inquiry was conducted under NAD/CARU/NARB Procedures for the Voluntary Self-Regulation of National
Advertising. Details of the initial inquiry, CARU's decision, and the advertiser's response will be included in the next
NAD/CARU Case Report.


http://www.kids.sandylion.com/

About Advertising Industry Self-Regulation: The National Advertising Review Council (NARC) was formed in 1971 by the
Association of National Advertisers, Inc. (ANA), the American Association of Advertising Agencies, Inc. (AAAA), the American
Advertising Federation, Inc. (AAF), and the Council of Better Business Bureaus, Inc. (CBBB). Its purpose is to foster truth and
accuracy in national advertising through voluntary self-regulation. NARC is the body that establishes the policies and procedures
for the CBBB’s National Advertising Division (NAD) and Children’s Advertising Review Unit (CARU), as well as for the National
Advertising Review Board (NARB) and Electronic Retailing Self-Regulation Program (ERSP).

NAD and CARU are the investigative arms of the advertising industry’s voluntary self-regulation program. Their casework results
from competitive challenges from other advertisers, and also from self-monitoring traditional and new media. The National
Advertising Review Board (NARB), the appeals body, is a peer group from which ad-hoc panels are selected to adjudicate those
cases that are not resolved at the NAD/CARU level. This unique, self-regulatory system is funded entirely by the business
community; CARU is financed by the children’s advertising industry, while NAD/NARC/NARB'’s sole source of funding is derived
from membership fees paid to the CBBB. Funding for ERSP is derived from membership fees paid to the Electronic Retailing
Association. For more information about advertising self regulation, please visit www.narcpartners.org.



